NHOPOPMALMNOHHASA MAMSATKA J1JIA OBYYAIOIINXCA JJIA
PASMEHIEHUA HA OPUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KaXIbIM TOAOM MOJOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a MIKOJbHUKH
OJIHA U3 CaMbIX aKTHBHBIX ToJib3oBaTesne Pynera. Mexay TeMm, MOMUMO
OTPOMHOI0 KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECceT W MpobsieMbl. JTa
naMsTKa JI0JKHA MOMOYb Te0e 6e301acHO HaXOIUThCS B CETH.

Komnbrorepabie BUPYChI

KoMIbroTepHBIE BHPYC — 3TO PAa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTrpaMM,
OTIMYUTETHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K Pa3MHOKECHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
BCe (pailsibl U JaHHBIE, OJKOHTPOJBHBIE MOJIB30BATENI0, OT UMEHH KOTOPOTO ObLIa
3amynieHa 3apaxEéHHash mporpamMma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiijamu B LeJIOM. B OOJIBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MeTtoasbl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Vcnonp3yil COBpEMEHHbIE ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IlocrossHHO ycraHaBnuBail mautu (UUQPPOBBIE  3aIUIATKH, KOTOpPHIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCS C IEJNbIO JIOPAOTKM MpOrpamMMbl) U
Jpyrue oOHOBJIEHUS CBOEH ONepallmOHHOM cucTeMbl. CkaunBail UX TOJIBKO C
opumansHoro caiita paspadotunka OC. Eciam cymecTtByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabortaii Ha cCBOEM KOMITBIOTEpE II0J] TIpaBaMH TIOJIB30BATENs, a HE
aJIMUHUCTpPATOpa. ITO HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Vcnonp3yih  aHTUBUPYCHBIE  IMPOTPAMMHBIE  TMPOAYKTBI  HM3BECTHBIX

MIPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;
Orpanunub HU3NUECKU JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Ucnonw3yit BHENIHWE HOCUTENN UHPOPMAIIUY, TAKUE KaK (IICIKa, TUCK WU
Gdaiin u3 uHTEpPHETAa, TOJIBKO U3 MPO(EPEHHBIX HCTOYHUKOB,;

7. He oTkpbiBaii KOMIIbIOTEpHBIC (Dailyibl, MOTyYEHHBIE W3 HEHAJIEKHBIX
UCTOYHUKOB. Jlaxke Te (paitipl, KOTOpPBIC MPUCIAT TBOW 3HAKOMBIN. Jlydire
YTOYHH Y HETO, OTIPABJISUL JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BHI mepelauu JaHHBIX, HE TEXHOJOTHs, a BCEro JIUIIb OpEH],
mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUSI 3aperucTpupoBaja OpeH]
«WECA», uto o6o3Hauano crnoBocoueranue «Wireless Fidelity», xkoTopsrit
NEePEeBOAUTCS KaK «OecpOBOAHAS TOUHOCTDY.

Jlo Hamero BpeMeHM JAolia Apyras a0OpeBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHoJioruen. Ito abbpeBuarypa « Wi-Fi». Takoe HazBaHue ObLIO JaHO C HAMEKOM
Ha CTaHIApT BBICIIMK 3ByKOoBoW TexHMku Hi-Fi, uro B mepeBoae o3HauaeTt
«BBICOKAsI TOYHOCTH.

o



Jla, OecmiaTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W adporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrMe 3KCcnepThl CUHTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBsitoTcs 6€30macHbIMU.

CoBeThl 110 6€30IaCHOCTH paboTe B O0IICAOCTYIHBIX ceTsx Wi-fi:

1. He mepenaBaii cBOIO JMUYHYIO MH(POPMALKIO yepe3 oOmienoctymnHabie Wi-Fi
cetu. Paboras B HUX, jKeJlaTeJIbHO HE BBOJAMTH MMAPOJIM JIOCTYIIA, JOTUHBI U
KaKue-TO HOMEDA,

2. Vcnonb3yit 1 OOHOBINSIH aHTUBUPYCHBIE IpOrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun ¢pyHkuio «O0mui 1octyn K ¢aiiam
u mpuHTepam». JlanHas (QyHKIUS 3aKppiTa IO yMOJYaHUIO, OJHAKO
HEKOTOPBIE TTOJIH30BATEIM aKTUBHPYIOT €€ NIl yA00CTBA HMCIIOIH30BAaHUS B
paboTte wim yueoe;

4, He wucnonw3ydt mnyomuunbii WI-FI nns mepemaum JIuUYHBIX JaHHBIX,
HaIMpUMED JIJIS BBIXOJA B COLIMAIIBHBIE CETH WX B AJIEKTPOHHYIO MOYTY;

5. Hnonp3yit Tonpko 3ammuineHHoe coeauHenue yepes HTTPS, a ue HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun ¢(yHkimio «[logkmouenne xk Wi-Fi
aBTOMaTH4ecKku». He  gomyckail  aBTOMATHYECKOTO  MOJAKIIOYCHHS
ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormnacusi.

CouunajibHble CeTH

CornuanabHbIe CETH aKTUBHO BXOJST B HAIly JKW3HB, MHOTHEC JIIOIW PaOOTaIOT H
KUBYT TaM TOCTOsIHHO, a B Facebook yke 3apernctpupoBaH MUIUIAAP YEITOBEK,
qTO SIBJISICTCSI OMHOM CEAbMOM BCEX JKUTEIICH MIaHETHI.

MHorue ToJIb30BaTeIM HE TMOHMMAIOT, YTO HWH(pOpPMAIUs, pa3MelieHHAs UMHU B
COIMAJIBHBIX CETSIX, MOKET OBITh HaljeHa W HWCIOJIb30BaHAa KEM YTOJHO, B TOM
qucIie He 00s13aTeIbHO ¢ O1aruMu HaMEepPEeHUSIMH.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpanuub CrUCOK Jpy3eil. Y Te0s B IPy3bAX HE JOJKHO ObITh CIIyHalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amuinail CBOIO 4acTHYIO Ku3Hb. He ykaspiBaii maposu, TenedoHsl, aapeca,
JaTy ~ TBOETO  POXIEHUS U JIPYryl0  JUYHYI0  HUH(pOpMAaIHUIo.
3110yMBIIICHHUKHA MOTYT MCIIOIh30BaTh Aake WH(OPMAITUIO O TOM, KaK ThI
¥ TBOHM POAMTEIIN TJIaHUPYETE IPOBECTH KAaHUKYIIBI;

3. 3ammImai CBOK PEemyTalrio - JIEPXKHU €€ B YUCTOTE M 3a7aBai cebe BOmpoc:
XO0TeJl ObI ThI, YTOOBI JPYTHE IMOJTH30BATEIN BUJIEIH, YTO THI 3arpy’kaeiib?
[Toxymaii, IpeskJie YeM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3aTrPy3UTh;

4. Ecny ThI TOBOPHIIG C JIFOABMH, KOTOPHIX HE 3HACIIb, HE WCIIOJB3YyH CBOE
peagbHOe UMS W JPYTYIO JIMYHYIO MHGOPMAIIMU: UM, MECTO JKUTEIbCTBA,
MECTO yueObl U IpoUee;

5. UsGeraii pazmenienust gororpaduit B MuTEepHETE, T/I€ THI M300pa’keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPEEIUTh TBOE MECTOTIOJIOKECHHE;

6. Ilpu perucrparuu B COIMaIbHON CETH HEOOXOAMMO UCIIOIH30BATh CIIOKHBIE
NapoJIH, COCTOSIIINE U3 OYKB M IM(P U C KOJTUYECTBOM 3HAKOB HE MEHee §;



7. Jlna conuanbHOM CeTH, MOYTHl U IPYTHX CAWTOB HEOOXOIUMO HCIOIb30BaTh
passble napoiu. Torga eciu Te0s B3JIOMAaIOT, TO 37TI0YMBIIIEHHUKH TOJIy4aT
JOCTYT TOJBKO K OJTHOMY MECTY, & HE BO BCE Cpasy.

JJIeKTPOHHbIE IEHbI'H

DONeKTpOHHBIE JEHBI'M — 3TO OYEHb YJOOHBIA CHOCOO IUIaTeX e, OJHAKO
CYILLIECTBYIOT MOLIEHHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBIH.

ONEKTPOHHBIE JIEHBIW IMOSBHIMCh COBCEM HENABHO M HMMEHHO H3-3a ATOTO BO
MHOTHX T'OCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (QYHKIMOHMPYIOT U O HUX YXK€ MPOMHCAHO B 3aKOHE, TJE UX
pa3zeNsaoT Ha HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHHWMHBIE. Pa3Huna B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MPOBOAUTH oOmepanuu 0e3
UJEHTU(UKALIMK TI0JIb30BaTElNsl, 4 B HEAHOHUMHBIX HJIEHTU(DHUKAIIMHU [T0JIH30BATENS
ABIIAETCS 0053aTEIBLHOM.

Taxke ciemyer  pasnuyarh  AJEKTPOHHbIE  (QuaTHble  JACHBIM  (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M DJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30IaCHO padoTe ¢ 3JIeKTPOHHBIMH ICeHbIAMM:

1. TlpuBsku K cueTy MOOMIBHBIN TenedoH. ITO camblii yAOOHBIM U OBICTPHII
c1oco0 BOCCTAaHOBUTH JOCTYI K cuery. [IpuBsi3aHHBIN TeaepOH MOMOXKET,
ecnu 3a0yjelib CBOM IUIATEXKHBIM Mapoiib WIM 3aiJilelb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonws3yit omHOpa3oBble mapoiu. [locme mepexoga Ha YCHIECHHYIO
aBTOpHU3alui0 TeOe Yyxke He OyneT YrpokaTh OINACHOCTb KpaXH WM
IepexBara IJIaTeKHOro MapoJis;

3. Breibepu cnoxubiii maponb. I[Ipectymamkam Oyaer He MpOCTO yraaaTh
CIOXHBIN mapoJib. HagexHble mapoam — 3TO MapoJiv, KOTOPbIE COAEPHkKAT
HE MEHEE 8 3HAKOB M BKIIIOYAIOT B C€Osl CTPOYHBIC M NMPOMUCHBIE OYKBBI,
mudpel ¥ HECKOJBKO CHUMBOJIOB, TaKh€ Kak 3HaK Jjojuiapa, (yHTa,
BOCKJIMIIATEIHHBIN 3HaK u T.1. Hampumep, $tROng!;;

4. He BBOAM CBOM JTUYHBIC JAHHBIC HA CaliTaX, KOTOPHIM HE JIOBEPSICIIIb.

DJIeKTPOHHAS MOYTA

DONeKTpoHHAs IMoYTa — 3TO TEXHOJOTHA W NPENOCTABISIEMBIE €H0 YCIYTH 110
NEPECHUIKE U MOJTYYECHHIO IEKTPOHHBIX COOOIIEHUN, KOTOPbIE paclpeeIstoTCs B
KOMITBIOTEPHOU CETH.

OOBIYHO DJIEKTPOHHBIA TOYTOBBIM SIIMK BBITJSAUT CIEAYIOMMM 00pa3oMm:
UMsI_TIOJIb30BaATEISA(@WUMS_TOMEHA.

Takke KpoMe mepeaadyd IpOCTOr0 TEKCTa, MMEETCS BO3MOXKHOCTH IMEPENABaTh
(baibl.

OCHOBHBIE COBETHI 10 OE30MACHON pabOTe C JIICKTPOHHOM MOUTOMH:

1. Hago BbIOpaTh TpaBUIBHBIN TMOYTOBBIA CepBUC. B wuHTEpHETE ecTh
OTPOMHBIM BBIOOp OECIUIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO JIy4Ile
JIOBEPSITh TEM, KOTO 3HACIIb U KTO NIEPBBIA B PEUTHHTIE;

2. He yka3piBail B JIW4YHOU mouTe JuuHyr0 uH(opmanuio. Hampumep, myurie
BbIOpaTh «My3bIKaNbHBIN _(paHaT(@» unu «pok2013» BmecTo «remal3y;



8.

Hcnonb3yii ABYXATAHYI0 aBTOPU3AIMI0. ITO KOTrAa TOMUMO MapoJisi HY>KHO
BBOJUTH KOJ, IPUChUIaeMbIi 0 SMS;

BriOepu croxHbIi m1aposib. JJIsi KaKI0ro MOYTOBOrO SIIHWKA JOJDKEH OBIThH
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY MapOJIb;

Ecnu ecTh BO3MOXHOCTH HamucaTb CaMOMY CBOM JIMYHBIA BOIPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTb;

Hcnonb3ylh HECKOJBKO IIOYTOBBIX AIMMKOB. [lepBbl 18  4acTHOWM
MEPENUCKU C aJpecaramu, KOTOPBIM Thl JOBEpsSCIlb. DTO JJICKTPOHHBIM
aJpec He HAJ0 MCIOIB30BaTh TP PETUCTpalK HA (popymax U caiTax;

He otkpeiBaii Qaiinbl U Apyrue BIOKEHHS B NUCbMax Jake €CIU OHU
MPUIUIK OT TBOUX Apy3eil. Jlydie yTouHu y HUX, OTOPABIISIN JIU OHU TeOe
3T (aiibl;

[locne oxoH4aHusi pabOTHl HA TIOYTOBOM CEpPBUCE TIEepel 3aKpbITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakKaTh Ha «BBIATHY.

Ku0epOy1iimHr Wiin BUPTyaJibHOE U3/1€BaTe/IbCTBO

KubepOyumMHr — mpecieoBaHue COOOIIEHUSIMH, COJEPKAUMU OCKOPOJIEHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHKUE C TTOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 0OpbOE ¢ KUOEPOYIITUHTOM:

1.

N

o

He Opocaiics B 60#. Jlyumunii cioco0: mOCOBETOBAThCSA Kak ceOsl BECTH W,
€CJIM HET TOTr0, K KOMY MOKHO OOpaTUTHCS, TO BHayajae ycrnokouTbes. Eciaun
Thl Ha4yHEIlb OTBEYaTh OCKOPOJIEHUAMH Ha OCKOPOJIEHHS, TO TOJBKO €Ile
OO0JbIIE pPa30kKKEIb KOHPIUKT;

VYrpasnsii cBoell kubeppenyTanuei;

AHOHMMHOCTH B ceTH MHUMas1. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

He croutr Bectn XynuraHckuii 00pa3 BHUPTyalibHOW XKu3HHU. WHTEepHET
(bUKCUpPYET BCE TBOU JCUCTBUS U COXpAHSET UX. Y AAUTh UX OyJEeT KpaitHe
3aTPYyIHUTEIIBHO;

Co0uromaii cBOi BUPTYaIbHYIO Y€CTh CMOJIOY;

UrHopupyii  eauHuuHbli  HeratuB. OpHOpa3oBble  OCKOPOHWTENbHbBIE
COOOIIeHHs JTyuIllle UrHopupoBaTh. OOBIYHO arpeccus MNpeKpailaercs Ha
HayvyaJIbHOM CTaIuM;

ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMU COOOIIICHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIICHHI C
ONPENIEIICHHBIX aJPECOB;

Ecau Te1 cBUmerens kubepOysuimHra. TBOM ACHCTBUS: BBICTYNUTH MPOTHB
npecienoBaTens, I0Ka3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS
HETaTUBHO, TOAAEPXaTh XKEPTBY, KOTOPOM HYX HA ICUXOJIOTUYECKas
MOMOIIIb, COOOIIUTH B3POCIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

MoouabHbIi TesaedoH
CoBpemeHHbIE cMapTGOHBI M IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIH
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH



KomnbioTepamu. OIHAKO, CPEACTB 3aLTUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHb
Maro.

TecTtupoBaHKe U MOUCK YS3BUMOCTEW B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KaK
st TTK, To ke camoe kacaeTcsi U MOOUITbHBIX MTPUIIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ NPAKTUYECKH JOTHAIU HACTOJbHBIC
aHaJIOTH, OJHAKO pacHMpeHue (yHKIMOHAIa BIIEYET 3a €000l OOJbIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIECHHOCTD.

Jlaneko He BCe MPOU3BOAUTENM BBITYCKAIOT OOHOBJIEHMS, 3aKpPbIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OCHOBHBIEC COBETHI /TSI 0€30MACHOCTH MOOMIIBLHOTO TenedoHa:

1. Huuero He sBIsieTCs MO-HACTOALIEMY OeciuiaTHBIM. bynb ocTOoposkeH, Beab
Korja tede mpeaiaraloT OecriaTHbIi KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO IJIaTHBIE YCIIYTH;

2. Hdywmaii, npexae yem otnpaBuTh SMS, poro unu Bugeo. Tol TOUHO 3HACIIID,

r7ie OHU OyIyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(dhoHa;
Hcnonb3yit aHTUBUPYCHBIE POrPAMMBbI 111 MOOMIIBHBIX TEJIE(POHOB;

He 3arpyxail npujIo)KeHHsI OT HEM3BECTHOI'O HMCTOYHMKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE ITPOrpaMMHOE 00ECIICUEHHUE;

6. I[Tocie Toro kak ThI BBIMCIIb C CaliTa, TJIe BBOJAWI JIMUYHYIO WH(MOpPMAIHUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

7. Ilepnoanuecku NpoBepsiid KaKue IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

8. MlaBaii cBoii HOMep MOOWUIBHOTO TenedoHa TONBKO JIOASM, KOTOPBIX ThI
3HACIlIb U KOMY JIOBEpSEILb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJA Thl MM HE MOjb3yemibes. He
3a0bIBail UHOT1a IPOBEPSITH 3TO.

Online urpsi

CoBpeMEHHbIE OHJIAHH-UTPBI — 3TO KPACOYHBIE, 3aXBaThIBAIOLIME pPa3BIICYEHUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JAHHBI UM MHUp, OOIIAIOTCA JPYT C JIPYrOM, BBHITIOJHSIOT 3aJlaHus, CPAKAIOTCS C
MOHCTPaMH U TOJYYArOT OMNBIT. 32 YAOBOJBCTBUE OHHU IUIATAT: MOKYHAKOT JIHCK,
OTIAYMBAIOT a00OHEMEHT WJIM MMPUOOPETAIOT KaKKe-TO OMIIUH.

Bce 3T cpenctBa uayT Ha MoJAep’KaHWE W PAa3BUTHUE WUIPhl, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPILICHCTBYIOTCS CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aIIaTKU U1l IPOTPAaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.
B 1omo0HBIX WUrpax CTOMT ONAcaTbCsid HE CTOJILKO CBOMX COINEPHUKOB, CKOJIBKO
KpaXXu TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOpU3AI[UU OOJIBIINHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30MIaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnu npyroil urpok BeneT ceOs IJIOXO WM CO3JaeT TeOe HEeNpUSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamylics aqMUHUCTPATOpaM WIPbI Ha IUIOXOE MOBEACHHUE 3TOT0 UTPOKa,
YKeNaTeJIbHO NPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJI€ CKPUHOB;

ok w



He ykaspiBail muunyto uHbopMaluio B mpodaiiie urpol;

VYBaxkail Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBait HeopuIManbHble MATYU U MO/IBI;

Hcnonb3yit criokHbIe U pa3HbIe MapoIiy;

Jlaxke BO BpeMsi UTPbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [loka Tl Urpaelb,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WM KPAa’Ka JUYHBIX JAHHBIX

OOBIYHON Kpa)kel JeHEer M JOKYMEHTOB CErOAHS YK€ HUKOro He yAMBHUfIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHI 3JI0YMBIIUICHHUKN IIEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS «JTFOOMMBIM)) JIETIOM.

Tak mosiBUiach HOBasl yrpo3a: MHTEPHET-MOLUICHHUYECTBA WM (DUIIHHT, TJIaBHAs
Heldb  KOTOPOrO COCTOMT B  TIOJYYEHHMM KOH(DHICHIHMATBHBIX  JaHHBIX
M0JIb30BaTENIe — JIOTMHOB U maposeil. Ha anrnuiickoM si3bike phishing uutaercs
kak ¢umuHr (0T fishing — peIOHas 0B, password — HapoJb).

OcHOBHBIE COBETHI IO 0OpHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tbl mojo3peBaellb, YTO TBOSI aHKETa
Obula B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKUpOBaTh €€ M COOOIIMTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Wcnonp3yit Oe3omnacHble BEO-CaiThl, B TOM YHUCIE, UHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM;

3. HUcnone3y#t crnokHble W pas3Hble mapoiu. Takum oOpazom, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIIUICHHUKH MOJIy4aT IOCTYI TOJIbKO K OJJHOMY TBOEMY
npoduIII0 B CETH, a HE KO BCEM;

4. Ecniu TeOs B3JIOMad, TO HEOOXOJUMO MPEAYNPEIUuTh BCEX CBOUX
3HAKOMBIX, KOTOpblEe A00aBlieHbl y TeOs B APY3bsX, O TOM, 4YTO TeOs
B3JIOMajy M, BO3MOXHO, OT TBOEro MMEHHM OYIET pacchliaThCsi claM U
CCBUIKH Ha (DUIIIMHTOBBIE CAUTHI;

VYcranoBu HagexHbIl apoiib (PIN) Ha MOOMIBHBIN TenedoH;
OTkiIr0ouM coxXpaHeHue naposis B Opaysepe;

7. He otkpbiBail (aiimbl U Apyrue BIOKEHUS B TMUCHbMAax JaXe €ClId OHU
IOPULUIA OT TBOUX Apy3ei. Jlyurie yTouHu y HUX, OTHOPABIISIIN JIU OHU TeOe
9T (aiIbl;

Mudposasi penyrauus

[Mudposas pernyranusi - 370 HEraTUBHAS WX MO3UTHBHAs UH(OpMaIKsi B CETU O
tebe. Kommpomertupyromas wuHdopManus pa3MellleHHass B HWHTEPHETE MOXKET
CEPBhE3HBIM 00Pa30M OTPA3UTHCS HA TBOCH pealibHOM KU3HHU.

«udpoBas penyrauus» - 3TO TBOW UMUK, KOTOpPbIM QopMupyercs u3
uH(popmauu o Tede B UHTEPHETE.

TBOe MecCTO >XHUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHHUE, OCOOECHHOCTHU
XapakTepa M paccKasbl O OJIM3KUX — BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICICHHO OTHOCATCA K IMyOJUKalUWd JIMYHON
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCTBHM. Thl maxe He
CMOXKEIIb JOTafaThcs O TOM, 4TO (ororpadus, pa3MelleHHas 5 JeT Hazaj, cTanua
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

NoOgbkow

o o



KommenTapuu, pa3menienne tBoux ¢oTtorpaduili u apyrue OEHCTBUS MOTYT HE
VCYE3HYTh JAXKE IIOCJIE TOTrO, KAK Thl UX YJAIWIIb. Thl HE 3HACIIb, KTO COXPAaHUI
3Ty UH(GOPMAILUIO, TI0TIaja JIM OHA B TOMCKOBBIE CUCTEMBI M COXPAHWIIACh JIM OHA, a
IJIABHOE: YTO MOAYyMAarOT O TeOe OKpYXalollee JII0U, KOTOpble HAUIYyT U YBUJAT
310. Haiitn mHpopmManuio MHOTO JIET CIYCTS CMOXET JIto00i — Kak M3 J00pbIX
noOyKJeHUI, TaKk U C HaMEpPEHUEM HPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.
OCHOBHBIE COBETHI T10 3aIIUTE UG POBOH peryTaIiH:
1. Tlogymaii, mpexxae 4eM 4To-TO MyOJMKOBaTh M MepeaaBaTh y cedst B Oiore
WM B COLIMAJILHOM CETH;
2. B mactpoiikax mnpoduias yCTaHOBM OTpaHUYEHHsS HAa TPOCMOTP TBOETO
npO(UIIA U €ro COAEPKUMOTrO, CACIANA €ro TOJIBKO «JUISl IPY3Ei»;
3. He pasmemiaii u He yka3piBail MHPOPMAIUIO, KOTOPas MOXET KOro-jiu0o
OCKOPOJIATH MJIH OOMKATh.
ABTOpPCKOE IPaBo
CoBpeMeHHbIE UIKOJIbHUKH— AKTHUBHBIE MOJIb30BATENN LU(PPOBOr0 MPOCTPAHCTBA.
OpHako JalekO HE BCE 3HAKOT, YTO IOJIb30BAHWE MHOTMMH BO3MOXXHOCTSMM
muppoBoro mupa TpeOyeT CcOONIIOJIeHUsT TMpaB Ha HHTEIUIEKTyaJbHYIO
COOCTBEHHOCTb.
TepMUH «HMHTEJUIEKTyaldbHass COOCTBEHHOCTb» OTHOCUTCA K  Pa3IMYHbIM
TBOPEHUSIM YEJIOBEYECKOI'O0 YMa, HAuyMHAas C HOBBIX HM300pETEHH U 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBAsl KHUTaMH,
doTorpadpusiMu, KHHOPUIBMAMHU U MY3bIKAJIbHBIMUA TPOU3BEICHUSAMH.
ABTOpCKHE TIpaBa — JTO IIpaBa Ha HWHTEJUIEKTyaJbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPhl U HCKYCCTBA.
ABTOpCKME TIpaBa  BBICTYNAIOT B  KayecTBE TapaHTUA  TOro,  4YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUI TPy aBTOpa HE OyJeT HampacHbIM, JacT €My
CHpaBeIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yiIbTaTax CBOETO TPY/a, MOIYUUTh
U3BECTHOCTH U NIPU3HAHMUE.
Hukro 0e3 paspeuieHusi aBTopa HE MOXET BOCIPOM3BOJUTH €ro MPOU3BEACHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, MpPOJaBaTh, HUMIIOPTUPOBATD,
nycKaTb B IPOKaT, MyOJIMYHO HCIOIHSTH, MMOKa3bIBATh/UCHOIHATE B 3(Upe WU
pasmewars B IHTEepHETE.
Hcnonb3oBaHue «IUPATCKOT0» MPOTPAMMHOIO 00ECTIEUEHUS MOXKET MPUBECTH K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM J10 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TAE YCTAHOBJICHHBIM HE JIeTallbHAsA Iporpamma. He cTouT Takke
3a0bIBaTh, YTO CYILIECTBYET JerajbHble W OecCIUIaTHbIe MPOTPAMMBbI, KOTOpbIE
MOYXHO HAUTHU B CETH.
O nopraJe
CereBUYOK.p() — TBOU TJIaBHBIN COBETYMK B CETH. 3J€Ch Thl MOXEIIb Y3HAaTh O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIIHBIM SI3IKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CUTyallUd OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !



